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Malware analysis focusing on similarity of
API call sequences in parent and child processes

HIDETOSHI NAKAMURAL'®  YOSHIKI MATSUDA? KENICHI TAKAHASHIM3 TAKAO KAWAMURAL:3

Abstract: As the use of the Internet has been increasing, cyber attacks using malware become worldwide
issues. Therefore, malware family estimation and difference between legitimate software and malware has
been researched. These studies make use of API call sequences and system load etc, however the similarity
of parent-child processes has not enough investigated. Therefore, we focused on the similarity of API call
sequences between parent and child processes. To analyze the similarity of API call sequences, we measured
similarity score by using natural language processing techniques. As the result, we found the similarity score
between parent and child processes has differences in legitimate softwares and malwares. Further, we apply
the similarity scores to SVMs for the inference of legitimate software and malware.
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Fig. 2 Data collection environment.
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Fig. 6 Scatter plot matrix.
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£ 3: SVM T & 2545 H
Table 3 SVM inference result.

[EfER #EER BHER FHE
BoW 0.59 0.67 0.68 0.60
TF-IDF 0.59 0.67 0.68 0.60
uni-gram 0.70 0.72 0.75 0.72
bi-gram 0.70 0.76 0.67 0.70
tri-gram 0.80 0.95 0.67 0.77
BoW, TF-IDF 0.59 0.67 0.68 0.60
BoW, uni-gram 0.75 0.83 0.71 0.75
BoW, tri-gram 0.75 0.79 0.68 0.71
TF-IDF, uni-gram 0.725 0.78 0.71 0.73
TF-IDF, tri-gram 0.78 0.83 0.68 0.73
uni-gram, tri-gram 0.72 0.91 0.67 0.75
BoW, TF-IDF, uni-gram 0.78 0.83 0.76 0.78
BoW, TF-IDF, tri-gram 0.70 0.76 0.71 0.72
BoW, uni-gram, tri-gram 0.77 0.88 0.71 0.76
TF-IDF, uni-gram, tri-gram 0.77 0.88 0.71 0.76
BoW, TF-IDF, uni-gram, tri-gram | 0.75 0.84 0.67 0.73




