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Abstract—In this paper, we present Network Address Transla-
tor (NAT) traversal technique suitable for pure P2P applications,
such as a distributed asynchronous Web-Based Training (WBT)
system that we have previously proposed. P2P systems have the
advantages of scalability and robustness, however, P2P systems
face difficulties in constructing its network over the Internet, since
end-to-end communication through NATSs is sometimes restricted.
In this study, as a solution of this issue, we ensure uniqueness
of identification of nodes through the Internet and enable to
establish a connection over the NAT by means of adding static
routing entry to the NAT table with the help of Universal Plug
and Play (UPnP). Our NAT traversal technique is implemented
in the proposed WBT system and is examined by experiments.

[. INTRODUCTION

Nowadays, e-Learning systems, especially asynchronous
Web-Based Training systems (hereafter we abbreviate as
WBT) are very popular. A WBT allows a learner to com-
plete the WBT on his own time and schedule, without live
interaction with the instructor. Although a large number of
studies have been made on asynchronous WBT [1], [2], [3],
all of them are based on the client/server model. Client/server
systems have the advantage of ease of construction and
maintenance, however, client/server systems generally lack
scalability and robustness. In recent years, P2P research has
grown exponentially. Although the current P2P systems are
well-known for its file sharing ability, and the consequent
legal problems, P2P systems are gradually proving themselves
to be a very promising area of research. Because they have
potential for offering a decentralized, self-sustained, scalable,
fault tolerant and symmetric network of computers providing
an effective balancing of storage and bandwidth resources. On
the other hand, P2P systems face Network Address Translator
(NAT) [8] traversal problem to be described later.

We have proposed and implemented a distributed e-Learning
system based on P2P architecture [4], [5] using Maglog that
is a Prolog-based framework for building mobile multi-agent
systems that we have also developed [6], [7]. The proposed
e-Learning system has two distinguishing features. Firstly,
it is based on P2P architecture to improve the scalability
and robustness of the system. In the proposed e-Learning
system, every user’s computer plays the role of a client and a
server. Namely, while a user uses the system, his/her computer
(hereafter we refer to such a computer as a node) is a part of
the system. It receives some number of contents from another

358

Takao Kawamura and Kazunori Sugahara
Faculty of Engineering
Tottori University
4-101, Koyama-Minami
Tottori, JAPAN
Email: {kawamura,sugahara} @ike.tottori-u.ac.jp

node when it joins the system and has responsibility to send
appropriate contents to the requesting nodes. In addition to the
above advantages of using P2P architecture, we can construct
the proposed e-Learning system at low cost because the system
need no server computers.

Secondly, each exercise in the system is not only data but
also an agent so that it has functions, such as scoring user’s
answers, telling the correct answers, and showing some related
information without human instruction.

In this paper, we present NAT traversal technique suitable
for pure P2P applications, such as the proposed distributed e-
Learning system. We aim to construct the proposed system
consists of a number of nodes across the Internet, how-
ever, communications over NATSs are sometimes restricted.
Therefore, we cannot construct the proposed system which
consists of nodes, both behind and outside the NAT. We solve
this problem in decentralized manner by ensuring uniqueness
of identification of nodes through the Internet and enabling
communications over the NAT by means of adding static
routing table entry to the NAT.

This paper is organized in 6 sections. The proposed e-
Learning system is described in Section II. We describe the
design overview of the NAT traversal for the proposed system
in Section III and the implementation of the NAT traversal in
Section IV, respectively. In Section V, we present experimental
results. Finally, some concluding remarks are drawn in Section
VL

II. PROPOSED E-LEARNING SYSTEM
A. Overview

All exercises in the proposed system are classified into
categories, such as “English/Grammar”, “Math/Statistic”, and
“History/Rome”, etc. A user can obtain exercises one after
another through specifying categories of the required exercises.

While a user uses the proposed e-Learning system, his/her
computer is a part of the system. Namely, it receives some
number of categories and exercises from another node when
it joins the system and has responsibility to send appropriate
exercises to requesting nodes. The important point to note is
that the categories a node has are independent of the categories
in which the node’s user are interested, as shown in Fig. 1.
Fig. 1 illustrates that user A’s request is forwarded first to the
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Fig. 1. Proposed e-Learning system.

neighbor node, and next the request is forwarded to the node
which has the requested category.

B. P2P network

When the proposed system bootstraps, one initial node has
all categories in the system. When another node joins the
system, it is received certain number of categories from the
initial node. The categories are distributed among all nodes in
the system according as nodes join the system or leave the
system.

We would like to emphasize that in existing P2P-based
file sharing systems, such as Napster [9], Gnutella [10], and
Freenet [11], each shared file is owned by a particular node.
Accordingly, files are originally distributed among all nodes.
On the other hand, the categories in the proposed system
are originally concentrated. Consequently, when a new node
joins the system, not only location information of a category
but the category itself must be handed to the new node.
Considering that, the P2P network of the proposed system
can be constructed as a CAN [12].

Our P2P network is constructed with 2-dimensional coordi-
nate space [0,1] x [0,1] to store exercise categories, as shown
in Fig. 2. The figure shows the situation that node C has just
joined the system as the third node. Before node C joins, node
A and node B shared the whole coordinate space half and
half. At that moment, node A managed “Math/Geometry”,
“Math/Statistics”, and “History/Rome” categories and node
B managed “English/Grammar”, “English/Reader” and “His-
tory/Japan” categories, respectively. When node C joins the
system, we assume node C knows IP addresses of some nodes
already in the system and node C send the join request to
some node in the list. Then node C is mapped on a certain
coordinate space according to a random number and takes on
corresponding categories from another node. For example, in
the case of Figure 2, node C takes on the “History/Japan”
category from node B and exercises of the category move to
node C. After joining, node C has a list of IP addresses of
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Fig. 2. P2P network of the proposed e-Learning system.

neighbor nodes in the coordinate space, such as node A and
node B. Therefore, neighbor nodes can communicate with each
other.

Note that our P2P network can be categorized as “pure
P2P”. While some P2P applications such as Napster and Skype
[13], [14] need a centralized server or super nodes, all nodes
in the proposed system act as equals.

C. Components

For the proposed system that can be considered as a
distributed WBT system, it is not enough that only exercises
are distributed among all nodes. Functions to provide the above
services also must be distributed among all nodes. We adopt
mobile agent technology to achieve this goal.

There are following agents and user interface programs on
each node.

« Exercise Agent: Each exercise agent has a question and
functions to score user’s answers, tell the correct answers,
and show some related information about the exercise.

« Category Agent: Each category agent stands for a unit
of a particular subject. It manages exercise agents in itself
and sends them to the requesting node.

« Node Agent: Each node has one node agent. It manages
the zone information of a CAN and forwards messages
to the category agents in the node.

« Student Interface: One student interface is on each node
of which a user logs in as a student. It is a user interface
program for studying.

III. OUR NAT TRAVERSAL APPROACH
A. Problems and solutions

As mentioned previously, the proposed system is intended
for the use over the Internet by nodes in various networks,
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such as “home networks” and “corporate networks”. However,
we cannot construct the P2P network of the proposed system
over NATs, since agent migration between nodes is sometimes
restricted by NAT. This problem is known as NAT traversal
problem.
A NAT is widely used in the Internet to share global IP
addresses among nodes on a private network. A NAT makes
it possible for a node with a private IP address behind the NAT
to connect to a node with a global IP address by translating
IP address and port number of packets. A NAT is suitable
for client/server application since a client node behind the
NAT can establish outbound connections to a server node
which have a globally unique IP address. By contrast, the
NAT is not suitable for P2P application, which needs end-to-
end communication, because nodes behind the NAT typically
cannot receive inbound connections.
In the proposed system, agents migrate among nodes. When
an agent on node N1 migrates to node N2, N1 establishes
TCP connection to N2 and N1 sends programs and data of
the agent over the connection. However, the connection is
sometimes refused by the previously stated operation of NAT.
Until now, several NAT traversal techniques, which enable
connections over NAT, are proposed. Some nodes connected
with a globally reachable server can communicate with each
other by relaying through the server. This is most reliable
technique, however, it consumes the server’s processing power
and bandwidth. UDP hole punching techniques are proposed
for UDP communication over NAT. The basic concept of UDP
hole punching is that each node behind a NAT connects a
server to make the NAT translation state and register endpoint
information of the node to the server, and then the node
connects with each other using the endpoint entry on the
server. STUN [15] presents the detailed protocol for UDP
hole punching. For TCP communications, some TCP hole
punching techniques are also proposed in [16], [17]. However,
the above NAT traversal techniques are not suitable for pure
P2P applications, such as the distributed e-Learning system,
since these techniques require a globally reachable node for
NAT traversal.
To solve previously described issue caused by a NAT in
decentralized manner, we apply following methods to the
proposed e-Learning system.
« Ensuring uniqueness of identification of nodes, both
assigned globally routable IP address and assigned private
IP address.

o Enabling establishment of two-way connection between
nodes behind a NAT and nodes outside the NAT by means
of adding a static routing table entry to the NAT.

B. Identification of nodes in networks with NATs

Several applications in the Internet use IP address as identi-
fier of nodes. However, identifying a node only by IP address
cannot ensure uniqueness of nodes when we make up the
proposed system consists of nodes, both with a global IP
address and with a private IP address. To ensure uniqueness
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Fig. 3. Agent migration between a node with a global IP address and a node
with a private node behind NAT.
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Fig. 4. Agent migration between nodes behind different NATs.

of these nodes, we use a pair of a global IP address and a port
number.

If a node is assigned a global IP address, the node use a pair
of the global IP address and the port number of the process
for the proposed system as its identifier, otherwise the node
use a pair of an external IP address and the port number of
the NAT corresponds to the process on the node behind the
NAT as its identifier.

C. Agent migration over a NAT

We enable communications over a NAT by adding a static
routing table entry to the NAT for allowing inbound connection
to a particular host and port behind the NAT, before joining
the P2P network of the proposed system. To add the NAT table
entry without human instruction, we use Universal Plug and
Play (UPnP) [18] if it is enabled on the NAT.

D. Example of agent migration using our NAT traversal

We give examples of three communication scenarios: (1)
communications between a node with a global IP address
and a node with a private IP address behind NAT, (2) com-
munications between nodes behind different NATs, and (3)
communications between a common NAT.
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First, consider the agent migration from a node assigned
global routable IP address to a node behind NAT N AT?2, as
shown in Fig. 3. When an agent on node Node31 migrates to
node Node23, its identifier is 120.50.35.10:50002, the desti-
nation address and port number of packets for the migration
are translated into 192.168.1.3:50000 by NAT2. Then the
connection for the migration is established.

Suppose the migration from a node behind NAT NAT1
to a node behind NAT2, as shown in Fig. 4. When an
agent on node Nodel2 migrates to node Node22, its iden-
tifier is 120.50.35.10:50003, the source address and port
number on packets are translated into a global IP address
of NAT1, 140.20.50.5, and a corresponding port, and the
destination address and the port number are also translated
into 192.168.1.4:50000 by NAT?2. Then the connection is
established, too.

Fig. 5 illustrates the migration from a node behind N AT2 to
a different node behind N AT2. In [16], the authors report that
support for “hairpin translation”, translating a pair of (external
IP address of the NAT, port) on packets from inside NAT
into (private IP address, port) of corresponding node inside
the same NAT, is much less common among existing NAT
routers. Therefore, we use private IP address and port number
of the node as destination of the connection when the source
node and the destination node are behind a common NAT.
When an agent on N ode22 migrates to node Node24, Node22
establishes a connection using destination address and port
192.168.1.4:50000.

Note that our NAT traversal approach does not cover com-
munications between nodes over multiple levels of NAT.

IV. IMPLEMENTATION OF THE PROPOSED SYSTEM WITH
NAT TRAVERSAL

A. Overview of the proposed system

Fig. 6 shows the implementation overview of the proposed
e-Learning system. Each node runs an agent server written in
Java and all agents on a node are threads in the agent server
process. The student interface is implemented as a plug-in for
Firefox web browser.
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Fig. 6. Implementation overview of the proposed e-Learning system.

B. Communication over a NAT

To construct the proposed system consists of nodes, both
behind and outside a NAT, we implement following proce-
dures.

When a user starts using the proposed e-Learning system,
an agent server is started firstly. The start-up procedure of an
agent server is as follows.

1) If the node is assigned a private IP address, then perform
following steps:

a) Add an entry shown in Table I to a NAT in the
private network.

b) Set an identifier of the agent server to a pair of an
external IP address of the NAT and a port number
configured in the above step.

2) If the node is assigned a global IP address, then set an
identifier of the agent server to a pair of the global IP
address and a port number of the agent server.

TABLE I
A ENTRY OF THE NAT TABLE FOR INBOUND TCP CONNECTIONS TO AN
AGENT SERVER !.

NAT
NAT_IP :n

a node outside NAT

a node inside NAT
P_IP:m

In a step 1b of above procedures, if the NAT supports UPnP,
then the agent server do the step 1b using UPnP, otherwise
the step 1b is accomplished manually. With above procedures,
nodes, both behind and outside the NAT, are uniquely identi-
fied in the proposed system, and then these nodes are ready
for communicating each other over the NAT.

If an entry of the NAT table is added at the start-up time
of the agent server, the static routing table entry should be
deleted from the NAT at the time of halting the agent server.
If the NAT supports UPnP, then the agent server delete the
entry through the UPnP service.

ip : port stands for a pair of an IP address ip and a port number port, *
stands for an arbitrary value, N AT _I P stands for an external IP address of
a NAT, Py P stands for a private ip address of the host of the agent server, n
stands for a port number not equals to the value of existing NAT table entry,
and m stands for a port number of agent server.



Main Internet (global IP address space)

PC3
(160.15.35.10)

NAT1
(160.15.35.4)

NAT2
(160.15.35.5)

PCl PC2 PC4 PC5
(192.168.10.2) (192.168.10.3) (192.168.20.2) (192.168.20.3)

Private network
(private IP address space:
192.168.20.0/24)

Private network
(private IP address space:
192.168.10.0/24)

Fig. 7. Network layout of the experiments.

V. EXPERIMENTS

This section presents the experimental results. The experi-
mental environment consists of 5 PCs and 2 NAT routers. All
PCs have Pentium4 2.66GHz processor and 512MB of RAM
and are running on GNU/Linux (kernel version is 2.4.27)
operating system. The version of Java runtime environment
is 1.5.0. The NATs support UPnP and the UPnP services on
the NATs are enabled. The physical network layout is shown
in Fig. 7. We use 9 categories (C'1-C'9) and 10 exercises on
each category in the experiments.

In the experiments, we examine the agent migration of the
proposed system over a NAT. First, we let the proposed e-
Learning system start up on PCI1, and then make PC2-PC5
join the system. PC2-PC5 knows a pair of IP address and port
of PC1 as an entry of known nodes, i.e., PC2-PC5 send the
join request to PC1. Categories on each node every time a
node joins are shown in Fig. 8. The results indicate categories
are transferred from PC3 to PC4, from PC1 to PC2 and from
PC2 to PC5. In other words, agents migrate over the NAT with
our NAT traversal technique even if from a nodes outside a
NAT to a node behind the NAT, from a node to another node
behind a common NAT and from a node behind a NAT to a
node behind another NAT.

Second, we try exercises using the proposed system on
PC1, PC3 and PCS, after above experiment. Categories of
retrieved exercises are C5, C'2, and C'6, mapped onto the
zone of PC2, PC3 and PCS, respectively. As a result of this
examination, we can try exercises at all times. The examination
also indicates that each exercise agent migrates at all times of
trying exercises even if between nodes over the NAT.

VI. CONCLUSION

Since existing asynchronous WBT systems are based on
the client/server model, they have problems of scalability and
robustness. The proposed e-Learning system solves these prob-
lems in decentralized manner through both P2P technology
and mobile agent technology.

In this paper, we have presented the NAT traversal technique
suitable for pure P2P based applications, such as the proposed
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Fig. 8. Experimental result: categories on each node.

e-Learning system, using following methods: (i) ensuring
uniqueness of identification of nodes, both assigned global IP
address and assigned private IP address using a pair of a global
IP address and port number, and (ii) enabling establishment
of two-way connections between nodes behind and outside
the NAT by means of adding a static routing table entry to
NAT with the help of UPnP if it is enabled on the NAT. The
proposed e-Learning system including NAT traversal technique
was examined by experiments.

We provided students practice exercises for “The In-
formation Technology Engineers Examination” conducted
by Information-Technology Promotion Agency, Japan (IPA)
through the proposed e-Learning system in classroom. As a
result of applying our NAT traversal technique to the proposed
e-Learning system, we can construct the e-Learning system
over the Internet at low cost. More practical experiments are
needed in the Internet to confirm the effectiveness of the
proposed e-Learning system with the NAT traversal technique.
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